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1 Brief Description
This use case describes how a Claimant is identified and authenticated in the Connect System. The System determines if a claim exists with the entered SSN and prevents unauthorized access to an existing claim. The use case also supports scenarios where the Claimant has forgotten a password and resets passwords and security questions. The use case does not provide information regarding the claim status.

2 Actors

This use case interacts with the following actors:

· Claimant
3 Pre-Conditions

This use case provides the following pre-conditions:
· The Claimant has successfully navigated to the Claimant Login screen.
4 Post-Conditions

This use case provides the following post-conditions:
If the User has been identified as an Authenticated User by the System, the following conditions will be met: 

· All prior password/credential lock counters will be reset to zero (0)

· The Claimant will have access to his/her homepage as configured by Use Case: Determine Correct Path

If the User has no existing Florida claim (either active, recent or historical), the System will lead the User to either create a new claim or exit this Use Case

If the User has failed to provide a valid password or credentials, then System will lock the claim and inform anyone attempting to access that they must contact the Agency.

5 Main Flow

The Main Flow describes the scenario in which the User proceeds down one of three main Login paths. The User may file a new claim, login to an existing claim, or initiate their account for a claim that was filed via the IVR. 

1. If the System is down or being maintained, proceed to step 1.1 of this Main Flow, else proceed to step 2 of this Main Flow.

1.1. The System displays the “System Unavailable” screen.

1.2. Proceed to step 8 of the Main Flow.

2. The System directs user to one of two login processes:

2.1. If User has no claim on file, User selects ‘Apply for Benefits’ under “New Claimant Login”, and the System proceeds to use case: View Preliminary Information.

2.2. If User has a claim on file, System proceeds to next step.

3. If User enters Claimant ID (Social Security Number) and Password, and selects ‘Login’, the System proceeds to Step 4 of this Main Flow.

3.1. If the User enters Claimant ID (SSN) and has selected the ‘Forgot Password’ button, System proceeds to Alternate Flow: Forgot Password.
4. The System validates the entered SSN and password combination:

4.1. If the entered SSN and password combination is incorrect, the System increments the Password Attempt Counter and evaluates the Password Attempt Counter: 

4.1.1. If the Password Attempt Counter meets or exceeds the valid number of Password Attempts, the System displays an error message and proceeds to the “Credentials Temporarily Disabled” screen.

4.1.2. If the Password Attempt counter does not exceed the valid number of Password attempts, the System displays an error message and proceeds to Step 3 of this Main Flow.

5. The System authenticates the entered SSN to an existing claim.
6. The System resets the Password Attempt Counter, the Claim Credential Challenge Counter and the Login Attempt Session Counter to zero (0).
7. The System executes use case: Determine Correct Path.

8. Main Flow ends.

Alternate Flow - Forgot Password

9. The System displays the “Submit Credentials” screen.

10. The System prompts user for SSN, Birth Date, Gender, and Security PIN.
10.1. If SSN, Birth Date, Gender, Security PIN, Security Question, and Security Answer are valid, System proceeds to next step of this Alternate Flow.

10.2. If SSN, Birth Date, Gender, Security PIN, Security Question, or Security Answer is not valid, System displays error message and proceeds to Step 2 of this Alternate Flow.

11.  The System proceeds to Alternate Flow: Set Password.

12. This Alternate Flow ends.

Alternate Flow - Set Password

13. The System displays the Set Password Screen.

14. The System prompts user for Password, Confirm Password, Security PIN, Security Questions, Security Answers, and Confirm Security Answers.

14.1. If Password, Confirm Password, Security PIN, Security Question, Security Answer, and Confirm Security Answer match and are valid, System saves credentials proceeds to the next step of this Alternate Flow.

14.2. If Password, Confirm Password, Security PIN, Security Question, Security Answer, and Confirm Security Answer do not match or are not valid, System displays error message and proceeds to Step 2 of this Alternate Flow.

15. The System evaluates entry point:

15.1. If entry point is Alternate Flow: Forgot Password, System executes use case: Determine Correct Path.

15.2. If entry point is Authenticate Claimant, System executes use case: Collect General Information.

16. This Alternate Flow ends. 

6 Business Logic – Main Flow

17. Upon entry to the Claimant Login page, the System makes a determination to provide services or not. For example: If the System is “down” or “unavailable” due to maintenance the user may not be able to access the services.

18. The System will allow only a certain number of total attempts by the currently active User. The System uses the Login Attempt Session Counter to keep track of this number.

18.1. If the Login Attempt Session Counter meets or exceeds the valid number of session login attempts, the System must not allow further login until after counter is reset by DEO Admin.

18.2. The maximum number of session login attempts allowed = Valid Number of Claim Credential Challenges + Valid Number of Password Attempts

19. The System uses the Claim Credential Challenge Counter to keep track of the number of alternative method attempts that have been made with a valid User ID

19.1. The maximum number of Claim Credential Challenges allowed = 3. 

20. For an SSN/Password combination to be valid, the password and SSN entered must be an exact match to the final SSN and Password stored in the database. 
21. An exact match is defined as each digit of the entered SSN and each character of the password matches.

22. If the SSN is not properly formatted, it does not apply to incorrect entries of the SSN; therefore, it does not increment the Password Attempt Counter, Login Attempt Session Counter or Claim Credential Challenge Counter.

23. All properly formatted submitted SSNs count towards the number of attempts; this is true EVERY time a properly formatted SSN is submitted from the login screen. This count is for a calendar day. 

24. The password is a numeric 4 digit field and has no punctuation.

25. The password is stored in an irreversible data format for security purposes

26. If the User is authenticated:

26.1. All counters are reset to zero (Login Attempt Session Counter, Password Attempt Counter, and Claim Credential Challenge Counter).
26.2. All numeric values, such as the valid number of attempts allowed for the Password Attempt Counter or the Claim Credential Challenge Counter should be saved in the sub codes table and should not be hard coded.
27. If the User is accessing the “Set Password” screen as a part of the initial claims process, then the User is returned to use case: Authenticate Claimant, step “The System executes use case: Collect General Information.” 
28. If the User is on the “Set Password” screen as a part of the Login Process, then use case: Determine Correct Path will determine screen and data access.

29. The valid selections for security questions in the “Set Password” screen are:

· What is your favorite vacation spot?

· What make/model was your first car?

· In what city were you born?

· What is your mother’s maiden name?

· What is the name of your first school?

· What is your father’s middle name?

30. There is no limit to the number of attempts a Claimant can try to create a new password or select a Security Question/Answer pair.

7 Configurable Business Rules

The following table contains descriptions of the configurable business rules in this use case:

	#
	Configuration Description
	Additional Notes

	1
	Maximum number of invalid login attempts allowed 
	Default value is 5

	2
	Maximum number of invalid Credential Challenges allowed
	Default value is 3


8 Screen Flow
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9 Screen Layouts

Summary – List of Screens
· 9.1
Screen 2 – Existing User Login
· 9.2
Screen 3 – Submit Credentials
· 9.3
Screen 4 – Set Password
· 9.4
Screen 6 – System Unavailable
· 9.5
Screen 7 – Credentials Temporarily Disabled

Screen 2 – Existing User Login

The “SSN Login” screen will be used by the User to login to the Self-Service System.

Title Tag: UC Online – Existing User Login
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The following table provides an explanation of each of the screen elements found on the aforementioned screen:

	Screen Element
	Field Type
	Description
	Validation Logic
	Data Source
	Tab Order
	Alt Tags

	Welcome to Florida Unemployment Compensation (UC) Online Application
	Section Header
	Section Header
	
	System
	
	

	Message Text – Instructions
	Static Text
	System displays the following message text: ‘If you have an online account in the Connect System, enter your Social Security Number and Password and select 'Login'.

If you filed your initial claim over the phone but would like to create an online account, enter your Social Security Number and four-digit Telephone Claims/Certification Password and select 'Login'.’
	
	System
	
	

	Existing Claimants
	Section Header
	Section Header
	
	System
	
	

	Message Text – Instructions
	Static Text
	System displays the following: ‘Log Into/Initiate your account:’
	
	System
	
	

	Social Security Number
	Text
	Allows user to enter Social Security Number
	Required

Numeric

Accepts 9 character string

InvalidSsns = "000000000", "111111111", "222222222", "333333333", "444444444", "555555555", "666666666", "777777777", "888888888", "999999999", "123456789", "987654321"

Display as 3 text boxes
	User Input
	
	

	Password
	Text
	Allows user to enter Password
	Required
4-Digit Numeric
	User Input
	
	

	Login
	Action Button
	Validates user credentials and directs user to next screen
	System executes Transaction Type/Login Logic from Main Flow, Step 3.

Screen navigation detailed in Main/Alternate Flows.
If SSN/Password do not match, System displays standard error message.
	System 

User Select
	
	

	Forgot Password
	Action Button
	Allows user to proceed to Alternate Credential Verification
	System directs user to Submit Credentials screen

User must enter SSN prior to selecting ‘Forgot Password’, else System displays standard error message
	System

User Select
	
	

	Message Text – Account Lock Instructions
	Static Text
	System displays ‘Your account will be locked after 4 attempts. If you are having problems logging in, select the "Forgot Password" button to reset your password.’
	N/A
	System
	
	

	New Claimant Login
	Label
	Section Header
	
	System
	
	

	Message Text - Instructions
	Text area
	System displays the following message: ‘If you would like to file a new Unemployment Claim, and have not previously had a Claim in Florida, select ‘Apply for Benefits’.
	
	System
	
	

	Apply for Benefits
	Hyperlink
	Directs user to Benefits Application
	Calls use case: View Preliminary Information
	System

User Select
	
	

	Message Text - Instructions
	Text area
	System displays “View initial application information and apply for benefits”
	
	System
	
	


Screen 3 – Submit Credentials

The “Submit Credentials” screen will be used to provide alternate credential verification if user has a forgotten their Connect password. 

Title Tag: UC Online – Submit Credentials 
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The following table provides an explanation of each of the screen elements found on the aforementioned screen:

	Screen Element
	Field Type
	Description
	Validation Logic
	Data Source
	Tab Order
	Alt Tags

	Submit Personal Information
	Section Header
	Section Header
	
	System
	
	

	Confirm your Social Security Number
	Label

Text
	Allows user to enter Social Security Number.
	Required

Numeric

Accepts 9 character string

Invalid SSNs = "000000000", "111111111", "222222222", "333333333", "444444444", "555555555", "666666666", "777777777", "888888888", "999999999", "123456789", "987654321"
	User Input
	
	

	Birth Date
	Label

Text
	Allows user to enter Birth Date
	Required

Standard date validation
	User Input
	
	

	Gender
	Labels

Radio Button Pair
	Allows user to select Gender
	Required

User selects from the following:

· Male

· Female
	User Select
	
	

	Security Question 
	Label

Dropdown
	System randomly chooses one of three security questions the user selected and provided answers to when they set their password.
	User enters the answer to the security question. Example questions are:

· In what city were you born?

· What is your father's middle name?

· What is your favorite vacation spot?

· What make/model was your first car?

· What is your mother's maiden name?

· What is the name of your first school?
	User Select
	
	

	Security Answer
	Label

Text
	Allows user to enter Security Answer
	Required

Alphanumeric only

If user enters a non-matching answer to the one in the system, the system displays and error message ‘The information that you entered does not match our records.’
	User Input
	
	

	4-Digit PIN Code
	Label

Numeric
	Allows user to enter their 4-digit security PIN code.
	Required

Numeric only
	
	
	

	Previous
	Action Button
	Directs user to previous form or page.
	Directs user to SSN Login screen
	System 

User Select
	
	

	Next
	Action Button
	Validates entered credentials and proceeds to next page.
	System validates SSN against existing Birth Date, Gender, Security Question, and Security Answer

If user fails authentication, System displays error message.

If user passes authentication, System directs user to Set Password screen
	System 

User Select
	
	


Screen 4 – Set Password

The “Set Password” screen allows the User to assign the Claimant a password and three security questions. 

Title Tag: UC Online – Set Password
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The following table provides an explanation of each of the screen elements found on the aforementioned screen:

	Screen Element
	Field Type
	Description
	Validation Logic
	Data Source
	Tab Order
	Alt Tags

	Set Password 
	Section Header
	Section Header
	
	System
	
	

	Password (4 numeric digits)
	Label

Text
	Allows user to enter Password
	· Four numeric characters 


	User Input
	
	

	Confirm Password
	Label

Text
	Allows user to enter Password
	Must be an exact match of Password field, else System displays standard error message
	User Input
	
	

	Security Question 1
	Label

Dropdown
	Allows user to select their Security Question
	User selects from the following (example questions):

· In what city were you born?

· What is your father's middle name?

· What is your favorite vacation spot?

· What make/model was your first car?

· What is your mother's maiden name?

· What is the name of your first school?
	User Select
	
	

	Security Answer 1
	Label

Text
	Allows user to enter Security Answer
	System will ignore case upon entry and subsequent validation. 
	User Input
	
	

	Confirm Security Answer 1
	Label

Text
	Allows user to re-enter Security Answer
	Must be an exact match of Security Answer 1 field, else System displays standard error message
	User Input
	
	

	Security Question 2
	Label

Dropdown
	Allows user to select their Security Question
	User selects from the following (example questions):

· In what city were you born?

· What is your father's middle name?

· What is your favorite vacation spot?

· What make/model was your first car?

· What is your mother's maiden name?

· What is the name of your first school?
	User Select
	
	

	Security Answer 2
	Label

Text
	Allows user to enter Security Answer
	System will ignore case upon entry and subsequent validation. 
	User Input
	
	

	Confirm Security Answer 2
	Label

Text
	Allows user to re-enter Security Answer
	Must be an exact match of Security Answer 2 field, else System displays standard error message
	User Input
	
	

	Security Question 3
	Label

Dropdown
	Allows user to select their Security Question
	User selects from the following (example questions):

· In what city were you born?

· What is your father's middle name?

· What is your favorite vacation spot?

· What make/model was your first car?

· What is your mother's maiden name?

· What is the name of your first school?
	User Select
	
	

	Security Answer 3
	Label

Text
	Allows user to enter Security Answer
	System will ignore case upon entry and subsequent validation. 
	User Input
	
	

	Confirm Security Answer 3
	Label

Text
	Allows user to re-enter Security Answer
	Must be an exact match of Security Answer 3 field, else System displays standard error message
	User Input
	
	

	4-Digit PIN Code
	Label

Numeric
	Allows user to enter their 4-digit security PIN code.
	Required

Numeric only

Cannot be the same as the value for Password field, or system displays error message ‘PIN cannot be the same as Password. Enter a different PIN.’
	
	
	

	Submit
	Action Button
	Submits entered information
	The System evaluates entry point:

If entry point is Alternate Flow: Forgot Password, System executes use case: Determine Correct Path.

If entry point is Authenticate Claimant, System executes use case: Collect General Information.
	System

User Select
	
	


Screen 6 – System Unavailable

This “System Unavailable” screen will display if the System is down while the User attempts to log in to the system.

Title Tag: UC Online – System Unavailable
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The following table provides an explanation of each of the screen elements found on the aforementioned screen:

	Screen Element
	Field Type
	Description
	Validation Logic
	Data Source
	Tab Order
	Alt Tags

	Florida Unemployment System – System Unavailable
	Section Header
	Section Header
	
	System
	
	

	Message Text – Host Down
	Static Text
	System displays the following message text: ‘The Florida Unemployment System is currently unavailable.’
	
	System
	
	

	The Site will also be unavailable on the following holidays:
	Section Header
	Section Header
	
	System
	
	

	<Date><Time>
	Dynamic Text
	System displays the specific dates and times of Holidays
	System displays list of Holidays from UI_SUB_CODE_DATA

Configurable dates and times
	System
	
	

	Close
	Action Button
	Closes window
	
	System

User Select
	
	


Screen 7 – Credentials Temporarily Disabled

The “Credentials Temporarily Disabled” screen is displayed if the User has been locked out of the System.

Title Tag: UC Online – Credentials Temporarily Disabled
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The following table provides an explanation of each of the screen elements found on the aforementioned screen:

	Screen Element
	Field Type
	Description
	Validation Logic
	Data Source
	Tab Order
	Alt Tags

	Contact Staff
	Section Header
	Section Header
	
	System
	
	

	Message Text – Contact Staff
	Static Text
	System displays the following message text: ‘The login credentials you have entered could not be verified. Please contact DEO at <PHONE_NU> regarding access to your account.’
	
	System
	
	

	Close
	Action Button
	Closes window
	
	System

User Select
	
	


10 Integration Points

This use case interacts with the following use cases:

	Use Case
	Description

	Determine Correct Path
	Determines the options to make accessible on the Claimants home page.

	Authenticate Claimant
	Directs first time Users to set up credential questions.

	Collect General Information
	If a user creates their password during an initial claim, the User is returned to the Initial Claim from this use case.


11 Interfaces

Genesys will interface with Connect application by making web service calls to the login components.

12 Reports

The table below lists all reports that have been identified for this Use Case. A separate Supplemental Requirements Specification (SRS) document contains the detailed information required for the creation of each report.

	Report Name
	Description

	Login Statistics
	Tracks login information by week including Forgotten Passwords, Account Locks, and Login Attempts.


13 Correspondence

No correspondence has been identified for this use case.

14 Workflow 

No workflow processes are required for this use case.

15 Security

The following table lists all security function groups for this use case. 

	Function Group
	Description
	Screens
	Actor

	ClaimantClaimantApplication
	This function group allows a Claimant to complete login.
	All listed in section 9
	Claimant

	StaffClaimantApplication
	This function group allows Staff to complete the login on behalf of the Claimant.
	All listed in section 9
	Staff


16 Account History

The table below lists all transactions that are required to be documented in account history. 

	Transaction Name
	Description

	Claimant failed System authentication and the claim is locked
	The user failed to authenticate against claimant credentials. Message: Claimant account is locked due to login failure.

	Claimant reassigns password
	The Claimant chooses a new password. Message: Claimant has created a new password.


17 Audit Logging

No audit logging has been identified with this use case.
18 Assistive Content

No assistive content has been identified for this use case.

19 Other Notes

· The values for the time field on the following message in the System Unavailable screen are to be determined. ‘The Unemployment System is currently unavailable. Normal hours of operation are between <XX:XX> through <XX:XX> Eastern Standard Time, Daily.’

20 Activity Diagram

The following activity diagram illustrates the main and alternate flows for this use case:
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21 Exhibits

No exhibits have been identified for this use case.
