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1 Brief Description
The purpose of this use case is to determine the authentication status of a claimant who is attempting to file a claim for unemployment benefits. The use case ends after the System has assigned the Claimant an Authentication Status as ‘Authenticated’ or ‘Not Authenticated’.  The User is allowed to continue with the claims process regardless of whether the Social Security Administration (SSA) or the Department of Highway Safety and Motor Vehicles (DHSMV) are able to validate the claimant’s information.
2 Actors
This use case interacts with the following actors:

· Staff

· Claimant

3 Pre-Conditions
Any or all of the following conditions must be met in order to trigger this use case:

· The System has determined the Claimant has not yet established an account. 
4 Post-Conditions
This use case provides the following conditions:

· The System has assigned a status of either ‘Authenticated’ or ‘Not Authenticated’ to the Claimant.

5 Main Flow
The main flow describes a scenario where a claimant, who does not have an authentication status, is authenticated against SSA and DHSMV. Regardless of the outcome of SSA and DHSMV authentication, the Claimant is allowed to proceed with the claim submission process. If a claimant has any authentication status, the System will direct the Claimant to log into an existing account and will not interface with SSA and DHSMV in this use case. 

1. The System initializes the following SSA indicators:

1.1. SSA Authentication Indicator to zero (0).
1.2. SSA Credential Verification counter to one (1).
2. The System initializes the following DHSMV indicators:

2.1. DHSMV Authentication Indicator to zero (0).
2.2. DHSMV Credential Verification counter to one (1).
3. The System displays the ‘Submit Claimant Authentication & SSA/DHSMV Credentials’ screen.

4. The User enters the required credential information and submits the information.
5. The System determines if the SSN entered by the User is linked to an existing account.

5.1. If the System determines an account exists for the entered SSN, the System displays the ‘Duplicate Claimant SSN’ screen.

5.1.1. The User elects to login to the System and this process ends.
5.2. If the System determines an account does not exist for the entered SSN, the System executes Step 6 of the Main Flow.
6. The System executes SRS: ICON-SSA Data Exchange Interface. 
7. The System determines if the User provided a Florida driver’s license or identification card. 
7.1. If the Claimant provided a Florida driver’s license or identification card, the System executes SRS: DHSMV Data Exchange Interface.
8. The System determines if the Claimant is SSA authenticated. 
8.1. If the System determines the ICON-SSA interface is down, the System sets an indicator for the use case ‘Create New Issue’ with issue Type ‘Identity Verification’ and Sub-Type ‘Social Security Interface down’. 
8.1.1. The System resumes execution at Step 9 of the Main Flow. 
8.2. If the System determines the Claimant is authenticated, the System sets the SSN authenticated indicator to ‘True’ and the System executes Step 9.If the System determines the Claimant is not SSA authenticated:

8. The System increments the SSA Credential Verification Counter.

8. If the SSA Credential Verification Counter is 3, the System displays the ‘Authentication Failed’ screen.
8. The System sets the SSA authenticated indicator to FALSE.
8. The System sets an indicator for the use case ‘Create New Issue’. Refer to business rules for issue type details.
8. If the SSA Credential Verification Counter is less than 3, the System displays the error message, ‘The information you have entered does not match with Social Security Administration records. Re-enter your information’.
9. The System resumes execution at Step 3 of the Main Flow.If the Claimant provided a Florida driver’s license, the System determines if the Claimant is DHSMV authenticated.

9. If the Claimant is DHSMV authenticated, the System sets the DHSMV authentication indicator to ‘True’.

9. If  the System determines the Claimant is not DHSMV authenticatedthe System increments the DHSMV Credential Verification Counter.

9. If the DHSMV Credential Verification Counter is less than 3, the System displays the message, ‘‘The information you entered does not match with the Department of Highway Safety and Motor Vehicles records. Re-enter your information.

9. The System resumes execution at Step 3 of the Main Flow.

9. If the DHSMV Credential Verification Counter is 3, the System sets the DHSMV authenticated indicator to FALSE and the System displays the 'Authentication Failed' screen..
9.3. If the DHSMV interface could not be executed (system down), the System sets an indicator for the use case ‘Create New Issue’ with issue Type ‘Identity Verification’ and Sub-Type ‘DHSMV Interface down’. 
10. If the Claimant is both SSA and DHSMV ‘Authenticated’, the System sets the overall Claimant authentication indicator to TRUE.  
11. The System records the Claimant authentication status.
12. If Claimant did not enter a Driver’s License or a State Identification on the ‘Claimant Authentication’ screen, the System routes Claimant to the ‘Proof of Identity’ screen.  

13. If the Claimant provided a Driver’s License or State Identification card (either Florida or out of state), the System routes User to the ‘Collect General Information’ use case, 
14. The System directs the User to Process Initial Questions Screen.

15. This use case ends.
6 Business Logic - Main Flow
1. The Credential Verification Counters are not stored permanently. The counters are valid only during the use case session.
2. After the Claimant’s third attempt, if the Social Security Administration (SSA) returns a UIQ Response Error Record that indicates the Claimant is not matched/not-authenticated, the System sets an indicator for the use case ‘Create New Issue’ with issue Type ‘Identity Verification’ and Sub-Type ‘SSA Identity Verification.’

2.1. If the SSA interface is not able to receive the SSN verification request, the System sets an indicator for the use case ‘Create New Issue’ with issue Type ‘Identity Verification’ and Sub-Type ‘Social Security Interface down’. 
2.2. The System sets the SSA authentication indicator to FALSE.
3. SSA Interface Identity Verification Code and SSA Interface Verification Code tables are detailed in the SRS SSA Interface document. 
4. DHSMV Interface matches Claimant identity based on Driver’s License and DOB..  After the third attempt, if the Driver’s License and/or DOB do not match, the System creates an issue Type “ Identity Verification’ and Sub-Type ‘DHSMV Identity Claimant Verification’.  

4.1. If DHSMV provides a match, but returns an indicator that the claimant is deceased, the System creates an issue Type ‘Identity Verification’ and Sub-Type ‘DHSMV Match - Claimant Deceased’.  
4.2. If DHSMV provides no match, the System creates a matching issue Type ‘Identity Verification’ and Sub-Type ‘DHSMV No Match – No Data Returned’.  
If the DHSMV interface could not be executed (interface down), the System sets an indicator for the use case ‘Create New Issue’ with issue Type ‘Identity Verification’ and Sub-Type “DHSMV Interface down’. The System sets the claimant’s DHSMV authentication to FALSE.
5. If the Claimant provides an out of state driver’s license or state ID (other than Florida), set the DHSMV authentication status to TRUE.

6. If the System sets both the SSA and DHSMV authenticated indicators to TRUE, the overall Claimant Authentication Status is ‘Authenticated’.
7. If the System sets both the SSA and DHSMV authenticated indicators to FALSE, the overall Claimant Authentication Status is ‘Not Authenticated’.
8. If the System sets the SSA authenticated indicator to True and DHSMV authenticated indicator to FALSE, the overall Claimant Authentication Status is ‘Not Authenticated’.

9. If the System sets the DHSMV authenticated indicator to True and SSA authenticated indicator to FALSE, the overall Claimant Authentication Status is ‘Not Authenticated’.

10. Once authenticated, the System associates the incomplete/un-submitted application with the claimant’s account.  An incomplete/un-submitted application information can then be stored until midnight Saturday of the calendar week during which the application was initiated or stored for 21 days from Saturday of the filing week if the claimant has potential eligibility in Florida and another state or states.
11. Authenticate Claimant Verification Grid: 
	Claimant Authenticated with SSA &DHSMV
	Eligibility Hold
	View Wage Detail Employer Name prior to Submission
	View Monetary Information after Submission
	View Previous / Current Claim Information
	Mail Monetary Determination
	Correspondence Mailed to Employer

	Authenticated with SSA/DHSMV
· SSA/DHSMV Authenticated – Indicator = True

· Claimant Authentication Status = Authenticated
	
	X
	X
	X
	X
	X

	Not Authenticated with SSA and/or DHSMV
· SSA and/or DHSMV Authenticated –Indicator = False

· Claimant Authentication Status = Not Authenticated
	X
	
	
	
	
	


12. SSN cannot be copied/pasted between text fields.

13. Any correspondence the System must generate will not be sent until use case ‘Establish Claim’ is completed.
14. If the SSA Interface is down, the System tries again when the claim is submitted.  If the interface is still down, an issue is created (Use Case: Create New Issue) with issue Type “Identity Verification” and Sub-Type “Social Security Interface down”. These issues are not pushed to an adjudicator. The requests are queued up until DEO is notified that the interface is up. Once notified that the interface is up, a batch job is initiated to submit for verification all claimants with an issue type of Identity Verification, Social Security Interface down.
15. If the DHSMV Interface is down, the System tries again when the claim is submitted.  If the interface is still down, an issue is created (Use Case: Create New Issue) with issue Type “Identity Verification” and Sub-Type “DHSMV Interface down”. These issues are not pushed to an adjudicator. The requests are queued up until DEO is notified that the interface is up. Once notified that the interface is up, a batch job is initiated to submit for verification all claimants with an issue type of Identity Verification, DMSMV Interface down.
16. If the Claimant is authenticated during the batch process, the System sets the appropriate statuses as defined above and nullifies the appropriate interface down issue (SSA or DHSMV).
17. If the Claimant is not authenticated during the batch process, the System creates the appropriate issues and sets the appropriate status as defined above and nullifies the appropriate interface down issue (SSA or DHSMV)
18. Any shell claims established by the CWC transfer-out process do not have authentication credentials as defined in this use case.
19. SSN validation is required for new claims and transitional claims.

20. SSN validation is not required for reopen/additional claims, other state  CWC, and rescreens (claims that are filed automatically at the change of the quarter when the claimant is on an extension and is being paid beyond their Benefit Year ending date).  
21. If the Claimant does not have any driver's license or state ID, consider them authenticated. If the claimant has an out of state driver's license for state ID, consider them authenticated.   Only if the claimant fails the SSA and/or DHSMV authentication are they considered unauthenticated.
22. If the Claimant has logged into the system, the System still authenticates the Claimant. The duplicate SSN Screen is not displayed.
7 Configurable Business Rules

No configurable business rules have been identified for this use case.

8 Screen Flow
The following diagram illustrates the screen flows for this use case:
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9 Screen Layouts

Summary – List of Screens
· 9.1
Screen 1 – Submit Claimant Authentication and SSA/DHSMV Credentials Screen
· 9.2
Screen 2 – Identity Authentication Failed Screen
· 9.3
Screen 3 – Duplicate Claimant SSN Screen
· 9.4
Screen 4 – Proof of Identity Screen


Screen 1 – Submit Claimant Authentication and SSA/DHSMV Credentials Screen
The ‘Submit Claimant Authentication and SSA/DHSMV Credentials’ screen collects information for the System to:

· Confirm claim data that does not exist with the same SSN in the System

· Compile data for the SSA/DHSMV verification

Title Tag: UC Online - Submit Claimant Authentication and SSA/DHSMV Credentials Screen
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The following table provides an explanation of each of the screen elements found on the aforementioned screen:

	Screen Element
	Field Type
	Description
	Validation Logic
	Data Source
	Tab Order
	Alt Tags

	Claimant Authentication
	Section Header
	System displays ‘Claimant Authentication’.
	
	System
	
	

	SSN Entry
	Label / Text box
	System displays ‘1. Enter your Social Security Number:’

System accepts data.
	Required
Is a Read-only field if the user is logged in.

SSN cannot be displayed. The field must be obscured.

Must be nine (9) digits

Cannot be:

123456789

987654321

111111111

222222222

333333333

444444444

555555555

666666666

777777777

888888888

999999999

000000000

1. The last four (4) digits cannot be: ‘0000’.
	System

User input
	1
	

	SSN Confirmation
	Label / Text box
	System displays ‘2. Confirm your Social Security Number:’

System accepts data.
	Required

SSN cannot be displayed. The field must be obscured.

Must be nine (9) digits

Cannot be:

123456789

987654321

111111111

222222222

333333333

444444444

555555555

666666666

777777777

888888888

999999999

000000000

The last four (4) digits cannot be: ‘0000’

Must match the nine (9) digit number entered in previous field.
Is a Read-only field if the user is logged in.


	System 

User input
	2
	

	Birth Date 
	Label / Text boxes
	System displays ‘3. Birth Date:’

System accepts data.
	Required

Numeric Field

Date cannot be current date or future date.

MM/DD/YYYY
	System 

User input
	3
	

	Gender
	Label / Radio buttons
	System displays ‘4. Gender’.

Allows user selection of gender ‘Female’ or ‘Male’.
	Required

No default value.
	System 

User select
	4
	

	First Name 
	Label / Text box
	System displays ‘5. First Name (as it appears on your Social Security card):’

System accepts data.
	Required

20 Character field length.
	System 

User input
	5
	

	Middle Initial 
	Label / Text box
	System displays ‘6. Middle Name:’

System accepts data.
	Optional


	System 

User input
	6
	

	Last Name 
	Label / Text box
	System displays ‘7. Last Name (as it appears on your Social Security card):’

System accepts data.
	Required

Supports hyphenated last names.
	System 

User input
	7
	

	Suffix
	Lable/Text box
	Suffix:
	Optional
	System

User Input
	8
	

	Different Last Name since Base Period Begin
	Label / Radio button
	System displays ‘8. Since <BASE_PERIOD_BEGIN_DATE> did you work by another name?:

If yes, enter your first, middle, and last name below.”
	Required.


	System

User input
	9
	

	Other First Name
	Label / Text box
	System displays ‘9. Other First Name’(Name under which you worked):’
	Required if Claimant has worked under a different name. 
	System
	10
	

	Other Middle Name
	Label / Text box
	System displays ‘10.  Other Middle Name:’
	
	System
	11
	

	Other Last Name
	Label / Text box
	System displays ‘11. Other Last Name (Name under which you worked):’
	Required if Claimant has worked under a different name. 
	System
	12
	

	Have a valid Driver’s License?
	Label / Radio buttons
	System displays: ‘13. Do you have a valid Driver’s License? If yes, enter the following information: ’.

Allows user selection of ‘Yes’ or ‘No’.
	Required. 

No default value. 

	System 

User input


	13
	

	Driver’s License Issuing State
	Label / Dropdown
	System displays ‘Issuing State:’

System defaults ‘Select One’
	Populated with U.S. States and Territories.

Required if a value for Driver’s License number is entered. 

If a driver’s license number is entered and issuing state is not entered, display the message ‘You must select a State for ‘Issuing State’ if you have entered a license number in the previous field’.

If user enters State information, but not Driver’s License Number, System displays error message: ‘You must enter Driver’s License Number.’


	System 

User select


	14
	

	Driver’s License Number
	Label / Text box
	System displays ‘Driver’s License Number’

System accepts data.
	Alphanumeric

If the Driver’s License Issuing state is Florida, the License Number must have the first initial of the claimant’s last name and the last 2 digits of the year of birth.  

Ex: B-123-456-80-789-0.  The 7th and 8th numbers are the year of birth.  
Maximum character length is 20

	System

User input


	15
	

	No valid Driver’s License?
	Label / Radio Button
	System displays ’14. If you do not have a valid Driver’s License, do you have a state identification card?’

Allows user selection of ‘Yes’ or ‘No’.
	No default value.

Required if User selects ‘No’ for Question 10.
	System

User select
	16
	

	State identification card issuing state
	Label / Dropdown
	System displays ‘Issuing State:’

System defaults ‘Select One’
	Populated with U.S. States and Territories.

Required if a value for Identification Card number is entered. 

If an Identification Card number is entered and issuing state is not entered, display the message ‘You must select a State for ‘Issuing State’ if you have entered an Identification Card number.

If user enters State information, but not Identification Card Number, System displays error message: ‘You must enter Identification Card Number.’

Maximum character length is 20 for the State ID number.


	System

User select


	17
	

	Identification Card Number
	Label / Text Box
	System displays ‘Identification Card Number’

System accepts data.  
	Alphanumeric

If the Identification Card Issuing state is Florida, the Identification Card Number must have the first initial of the claimant’s last name as the first character and the last 2 digits of the year of birth as the 7th and 8th numbers.  

Ex: B-123-456-80-789-0.  The 7th and 8th numbers are the year of birth.  -0  


	System

User input


	17
	

	Previous
	Action Button
	System directs user to previous form or page in use case ‘View Preliminary Information’.
	This button is active only if the Account Credential Challenge counter is zero (0) for the session.
	System

User select
	18
	Previous

	Submit
	Action Button
	Submit data entered.
	Upon submission, if SSN is not a duplicate and both SSA and DHSMV are authenticated, the System allows claimant to proceed to the Collect General Information Use Case.  

The user can enter either a driver’s license or state ID, but not both.

If the claimant did not provide a driver’s license, the System proceeds to the Proof of Identity screen.
	System

User select
	19
	Next


Screen 2 – Identity Authentication Failed Screen
The ‘SSN Authentication Failed’ screen informs the User that SSA did not authenticate the Claimant’s SSN. 

Title Tag: UC Online – Identity Authentication Failed Screen
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The following table provides an explanation of each of the screen elements found on the aforementioned screen:

	Screen Element
	Field Type
	Description
	Validation Logic
	Data Source
	Tab Order
	Alt Tags

	Identity Authentication Failed
	Section Header
	System displays ‘Identity Authentication Failed’.
	
	System
	
	

	Message text
	Static Text
	System displays ‘‘We have not been able to validate your personal information. You may complete your application, but we will be unable to provide you with information on file, such as your Florida employers. 

You will be required to provide documentation to prove your identity. Instructions will be provided at the end of the application.’

“Due to a system issue, we are unable to verify your social security number at this time.  You can continue filing your claim, but we may not be able to provide some specific information to assist you in completing the application.  If you choose, you may try again later.  Be sure to complete your application by Saturday midnight.”


	If the user is not authenticated the system displays this message.
If the SSA system is down, System displays this message.
	System
	
	

	Next
	Action Button
	Upon submission, if no driver’s license or state ID is provided the System directs User to the Proof of Identity screen.  Else, it directs the User to the Process Initial Questions Use Case.  
	
	System
	3
	Next


Screen 3 – Duplicate Claimant SSN Screen
The ‘Duplicate Claimant SSN’ screen is displayed by the System when a duplicate SSN is encountered during authentication. The User is informed that the System cannot process this application and the User must login:

Title Tag: UC Online - Duplicate Claimant SSN Screen
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The following table provides an explanation of each of the screen elements found on the aforementioned screen:

	Screen Element
	Field Type
	Description
	Validation Logic
	Data Source
	Tab Order
	Alt Tags

	Application Process Stopped
	Section Header
	System displays ‘Application Process Stopped’.
	
	System
	
	

	Message Text
	Static Text
	System displays ‘Our records indicate that your Social Security Number is already on file. 
· Login to the System using your existing login credentials. 
· If you have not previously had a claim in Florida, please contact the Department of Economic Opportunity (DEO) at <DEO_PHONE_NUMBER>.
	
	System
	
	

	Login
	Action Button
	Initiates the use case ‘Login Claimant’.
	
	System
	1
	Login


Screen 4 – Proof of Identity Screen
The ‘Proof of Identity’ screen is used to indicate what additional documentation the claimant possesses to prove identity.  This screen is displayed only if the claimant does not have a Driver’s License or state ID or if the claimant’s name and date of birth do not match with information returned from the Department of Motor Vehicles interface.  
Title Tag: UC Online – Proof of Identity Screen
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The following table provides an explanation of each of the screen elements found on the aforementioned screen:

	Screen Element
	Field Type
	Description
	Validation Logic
	Data Source
	Tab Order
	Alt Tags

	Proof of Identity
	Section Header
	System displays ‘Proof of Identity’.
	
	System
	
	

	Message Text
	Static Text
	System displays ‘Select at least one of the following types of issued documentation verifying your identity. You will be required to provide readable photocopies of your documents if your identification cannot be validated through the Social Security Administration.’
	Display message based on information from the prior screen.
At least one type of identification information must be selected and the associated fields are entered in order to move on to the next screen.  
	System
	
	

	Type of Identification
	Label / Text
	System displays ‘Type of Identification’
	
	System
	
	

	Documentation Issued by a federal, state, or local government
	Label / Checkbox
	System displays ‘Documentation issued by a federal, state, or local government agency that contains a photograph or identifying information such as name, date of birth, sex, height, and address.
	Maximum character length is 24 
	System
	
	

	Registration Number
	Label / Text box
	System displays ‘Registration Number:’
	Maximum character length is 24
	System

User input
	1
	

	Registration Number Issuing Entity
	Label / Text box
	System displays ‘Issuing Entity:’
	Maximum character length is 24
	System 

User input
	2
	

	School ID
	Label / Check box
	System displays ‘School identification (ID) card with photograph.’
	Maximum character length is 24
	System
User input
	
	

	School ID Number
	Label / Text box
	System displays ‘ID Number:’
	Maximum character length is 24
	System

User input
	3
	

	Name of School
	Label / Text box
	System displays ‘Name of School:’
	Maximum character length is 24
	System

User input
	4
	

	Military ID / Dependent’s ID, Coast Guard Merchant Mariner Card
	Label / Check box
	System displays ‘United States (U.S.) military ID card, dependent’s ID card, or U.S. Coast Guard Merchant Mariner card.
	Maximum character length is 24
	System 
User input


	
	

	ID Number
	Label / Text box
	System displays ‘ID Number:’
	Maximum character length is 24
	System 

User input
	5
	

	Branch of Service
	Label / Text box
	System displays ‘Branch of Service:’
	Maximum character length is 24
	System

User input
	6
	

	Native American Tribal (Form I-197)
	Label / Check box
	System displays ‘Native American Tribal Document (Form I-197)’
	Maximum character length is 24
	System

User input
	
	

	Document Number
	Label / Text box
	System displays ‘Document Number:’
	6 digits must be entered
	System

User input
	7
	

	Tribal Issuing Entity
	Label / Text box
	System displays ‘Issuing Entity:’
	Maximum character length is 24
	System 

User input
	8
	

	U.S. Passport
	Label / Check box
	System displays ‘U.S. Passport (unexpired or expired).
	Maximum character length is 24
	System

User input
	
	

	Passport Number
	Label / Text box
	System displays ‘Passport Number:’
	Maximum character length is 24
	System 

User input
	9
	

	Certificate of U.S. Citizenship / Certificate of Naturalization
	Label / Check box
	System displays ‘Certificate of U.S. Citizenship or Certificate of Naturalization’
	Maximum character length is 24
	System 

User input
	
	

	Certificate Number
	Label / Text box
	System displays ‘Certificate Number:’
	Maximum character length is 24
	System 

User input
	10
	

	Previous
	Action Button
	Directs User to Submit Claimant Authentication and SSA/DHSMV Credentials screen.
	
	System
	
	Previous

	Next
	Action Button
	Directs User to Process Initial Questions Use-case
	
	System
	11
	Next


10    Integration Points

This use case will interact with the following use cases:

	Use Case
	Description

	Claimant Login
	Provides the ability for claimants with established accounts to login to the System.

	Create New Issue
	Creates an identity issue for claimants that are not able to authenticate.

	Collect General Information
	Allows the Claimant to continue to the next step in the application process; collecting general Claimant information.


11    Interfaces

The table below lists all external interfaces that have been identified for this use case. A separate Supplemental Requirements Specification (SRS) document will contain the detailed information required for each external interface.

	Internal/ External
	Incoming/ outgoing
	Interface Name
	Description

	External
	
	ICON-SSA Data Exchange Interface.
	This interface communicates with SSA to authenticate the Claimant.

	External
	
	Florida Department of Highway Safety and Motor Vehicles (DHSMV) Data Exchange Interface
	This interface communicates with DHSMV to authenticate the Claimant Driver’s License or State Identification information.   


12    Reports

No reports have been identified for this use case.

13    Correspondence

No correspondence has been identified for this use case.

14    Workflow

No workflow actions have been identified for this use case.

15    Security

The following table lists all security function groups for this use case. 

	Function Group
	Description
	Screens
	Actor

	StafflClaimantClaim
	This function group allows authorized staff users to complete a claim.
	Applicable to all screens.
	Staff

	GuestClaimantClaim
	This function group allows un-authenticated guest users to complete a claim.
	Applicable to all screens.
	Guest

	ClaimantClaimantClaim
	This function group allows authenticated claimant users to complete a claim.
	Applicable to all screens.
	Claimant


16    Account History

There is no account history for this use case.

17    Audit Logging

No audit logging has been identified for this use case.

18    Assistive Content

No assistive content has been identified for this use case.

19    Other Notes

None

20    Activity Diagram
The following activity diagram illustrates the main and alternate flows for this use case:

[image: image8.emf]
21    Exhibits

There are no exhibits for this use case.
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